Secure Software Development
Penetration testing

Ty ——
Objectives
*Describe the required environment for security testing é

oList required tools for effective security testing ___

*Explain how passwords are stored in modern LINUX
systems. ‘

*Explain the concept of a password salt g~

*Explain the purpose for the NIKTO software in
. . —
penetration testing.
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Brain Teaser







Ealj
g m
et
£l

3u11S9] uoinesiauad yiim
Op 01 9AeY SIYl S920p IBYAA



AN 700 nSlookup

Footprmnting
=

legion, I’[J'{Iﬂf{l
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* Tcpdump, Lophtcrack

NAT

{ Johntheripper, get2dmin

Rhosts, userdata

Config files, registry
" 7ap, rootkits

Cron,at, startup folder
netcat, keystroke logger
remote desktop

Hacking Methodology
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bl R Tt Synkd4, ping of death
Jg‘, tfn/stacheldraht

Penetration Testing
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Outside In Approach to

security
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