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Why does this happen?

Most commonly used installation tools do not know about security settings
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Who needs to be able to overright binaries?

Administrator

Users (if personal installs are allowed)

What this means from a security standpoint

Administrator should have full access to the directory

No one else should be able to write to the directory

Who needs to write data files into an installation directory? 

No one -> Data files should be in the users profile (home directory)
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Lets assume you install a program to Program Files

Access is controlled and only generally allowed by administrators

So, you ,may be able to design your security around this fact

But, what if someone installs to a brand new NTFS partition?
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You are installing a program in a directory. What happens?

What happens if you have a password?  If it is left around either in plain text or obfuscated, 
it needs to be deleted.

What happens if install is aborted?
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Installation running with elevated privileges is unable to locate resources.  Open dialog box 
appears.  Dialog box could be used to manipulate the system in an inappropriate fashion.
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Should any settings be changed by non-administrators?

Do any of the registry settings lead to escalation of privilege?

Real world case.

Talk about ftp client which stored things in the registry
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What's this bulletin about?
Microsoft Security Bulletin MS00-012 announces the availability of a patch that eliminates a vulnerability in Microsoft® Systems Management Server (SMS). If the Remote Control 
feature of SMS has been installed and enabled, the vulnerability could allow a workstation user to take virtually any desired action on the machine. Microsoft is committed to 
protecting customers' information, and is providing the bulletin to inform customers of the vulnerability and what they can do about it. 

What's the scope of the vulnerability?
This is a privilege elevation vulnerability. A malicious user who exploited this vulnerability would be able to take virtually any desired action on a machine that he or she could 
interactively log onto. For instance, he or she could add, delete or modify files, create or delete local users, or install additional software on the machine. 
The only SMS feature affected by this vulnerability is the Remote Control feature. Sites that have not enabled the Remote Control Feature of SMS are not affected by this 
vulnerability. 

What causes the vulnerability?
The client code for the SMS Remote Control feature, known as the Remote Agent, runs in the highly-privileged System security context. However, it is installed in a folder that, by 
default, allows any user who can interactively log onto the machine to have complete access to it. By substituting code of his or her choice for the Remote Agent, a malicious user 
could make the code run as System. The code would then be able to take any action it was programmed to take. 

What is the Remote Control feature used for?
The SMS Remote Control feature allows administrative personnel to remotely operate a user's machine in order to assist in troubleshooting. Only users designated by the 
administrator can operate another user's machine by remote control, and all of their actions are audited. 

Is this a vulnerability in the Remote Agent?
No. There is no vulnerability in the Remote Agent, or in the Remote Control feature. The vulnerability lies in the default permissions that are placed on the folder that contains the 
software. Once the permissions are set to the appropriate values, the vulnerability is eliminated. 

Could this vulnerability be exploited accidentally?
No. A user would need to deliberately replace the Remote Agent with other code. 

Could this vulnerability be exploited remotely?
No. The malicious user would need the ability to interactively log onto the machine in order to exploit this vulnerability. 

What machines are primarily at risk from this vulnerability?
Because a malicious user must be able to interactively log onto a machine in order to exploit this vulnerability, the machines primarily affected would be workstations. If 
recommended security practices are followed, security-sensitive servers like domain controllers, print/file servers, ERP servers, SQL servers, and so forth will be configured to allow 
only administrators to interactively log onto them. 

Could a malicious user gain privileges on a domain via this vulnerability?
It would depend on what kind of a machine the user exploited the vulnerability on. The vulnerability allows the malicious user to gain complete control over a machine that he or she 
can interactively log onto. In the vast majority of cases - for example, if a workstation or member server were compromised - even gaining complete control over the local machine 
would not allow the malicious user to extend his or her to the domain. 
However, if the malicious user were able to compromise a domain controller, he or she could gain control over the machine. However, the centrality of domain servers to the security 
of the domain is one reason why normal users typically are not allowed to interactively log onto such servers. 

Who should use the patch?
You should use the patch if you are a network administrator and have enabled the SMS 2.0 Remote Control feature on your site.

What does the patch do?
The patch does two things. It resets the permissions on existing deployments to the appropriate values, and it ensures that permissions are set appropriately on all future 
deployments. 

Where can I get the patch?
The download location for the patch is provided in the "Patch Availability" section of the security bulletin

How can I tell if I run the patch correctly?
You can verify that the patch has run correctly by checking the permissions on the folder in which Remote Agent is installed on remote machines. After applying the patch, the 
permissions on the folder %SMS_LOCAL_DIR%\MS\SMS\CLICOMP\REMCTRL\ should be: 

•Administrators: Full Access 

•Everyone: Read, Execute 

What is Microsoft doing about this issue?
Microsoft has developed a patch that eliminates the vulnerability. 

•Microsoft has provided a security bulletin and this FAQ to provide customers with a detailed understanding of the vulnerability and the patch. 

•Microsoft has sent copies of the security bulletin to all subscribers to the Microsoft Product Security Notification Service, a free e-mail service that customers can use to stay up to 
date with Microsoft security bulletins. 

16

http://www.microsoft.com/technet/security/bulletin/ms00-012.mspx
http://www.microsoft.com/technet/security/bulletin/glossary.mspx
http://www.microsoft.com/technet/security/bulletin/glossary.mspx
http://www.microsoft.com/technet/security/bulletin/ms00-012.mspx
http://www.microsoft.com/technet/security/bulletin/notify.mspx


What's this bulletin about?
Microsoft Security Bulletin MS00-012 announces the availability of a patch that eliminates a vulnerability in Microsoft® Systems Management Server (SMS). If the Remote Control 
feature of SMS has been installed and enabled, the vulnerability could allow a workstation user to take virtually any desired action on the machine. Microsoft is committed to 
protecting customers' information, and is providing the bulletin to inform customers of the vulnerability and what they can do about it. 

What's the scope of the vulnerability?
This is a privilege elevation vulnerability. A malicious user who exploited this vulnerability would be able to take virtually any desired action on a machine that he or she could 
interactively log onto. For instance, he or she could add, delete or modify files, create or delete local users, or install additional software on the machine. 
The only SMS feature affected by this vulnerability is the Remote Control feature. Sites that have not enabled the Remote Control Feature of SMS are not affected by this 
vulnerability. 

What causes the vulnerability?
The client code for the SMS Remote Control feature, known as the Remote Agent, runs in the highly-privileged System security context. However, it is installed in a folder that, by 
default, allows any user who can interactively log onto the machine to have complete access to it. By substituting code of his or her choice for the Remote Agent, a malicious user 
could make the code run as System. The code would then be able to take any action it was programmed to take. 

What is the Remote Control feature used for?
The SMS Remote Control feature allows administrative personnel to remotely operate a user's machine in order to assist in troubleshooting. Only users designated by the 
administrator can operate another user's machine by remote control, and all of their actions are audited. 

Is this a vulnerability in the Remote Agent?
No. There is no vulnerability in the Remote Agent, or in the Remote Control feature. The vulnerability lies in the default permissions that are placed on the folder that contains the 
software. Once the permissions are set to the appropriate values, the vulnerability is eliminated. 

Could this vulnerability be exploited accidentally?
No. A user would need to deliberately replace the Remote Agent with other code. 

Could this vulnerability be exploited remotely?
No. The malicious user would need the ability to interactively log onto the machine in order to exploit this vulnerability. 

What machines are primarily at risk from this vulnerability?
Because a malicious user must be able to interactively log onto a machine in order to exploit this vulnerability, the machines primarily affected would be workstations. If 
recommended security practices are followed, security-sensitive servers like domain controllers, print/file servers, ERP servers, SQL servers, and so forth will be configured to allow 
only administrators to interactively log onto them. 

Could a malicious user gain privileges on a domain via this vulnerability?
It would depend on what kind of a machine the user exploited the vulnerability on. The vulnerability allows the malicious user to gain complete control over a machine that he or she 
can interactively log onto. In the vast majority of cases - for example, if a workstation or member server were compromised - even gaining complete control over the local machine 
would not allow the malicious user to extend his or her to the domain. 
However, if the malicious user were able to compromise a domain controller, he or she could gain control over the machine. However, the centrality of domain servers to the security 
of the domain is one reason why normal users typically are not allowed to interactively log onto such servers. 

Who should use the patch?
You should use the patch if you are a network administrator and have enabled the SMS 2.0 Remote Control feature on your site.

What does the patch do?
The patch does two things. It resets the permissions on existing deployments to the appropriate values, and it ensures that permissions are set appropriately on all future 
deployments. 

Where can I get the patch?
The download location for the patch is provided in the "Patch Availability" section of the security bulletin

How can I tell if I run the patch correctly?
You can verify that the patch has run correctly by checking the permissions on the folder in which Remote Agent is installed on remote machines. After applying the patch, the 
permissions on the folder %SMS_LOCAL_DIR%\MS\SMS\CLICOMP\REMCTRL\ should be: 

•Administrators: Full Access 

•Everyone: Read, Execute 

What is Microsoft doing about this issue?
Microsoft has developed a patch that eliminates the vulnerability. 

•Microsoft has provided a security bulletin and this FAQ to provide customers with a detailed understanding of the vulnerability and the patch. 

•Microsoft has sent copies of the security bulletin to all subscribers to the Microsoft Product Security Notification Service, a free e-mail service that customers can use to stay up to 
date with Microsoft security bulletins. 

17

http://www.microsoft.com/technet/security/bulletin/ms00-012.mspx
http://www.microsoft.com/technet/security/bulletin/glossary.mspx
http://www.microsoft.com/technet/security/bulletin/glossary.mspx
http://www.microsoft.com/technet/security/bulletin/ms00-012.mspx
http://www.microsoft.com/technet/security/bulletin/notify.mspx

