Secure Software Development

C - More Design —
Objectives ﬂ r( 4 //c A// <

Explain the relationship between client server and peer to peer
architectures and the security risks associated with each system

Explain the concept of a thin client —

Explain the concept of a fat client —

Define an N tier software architecture —

Explain the problems with a 1 tier architecture —



Client-Server
Model




* Thick client — Z"“f/f Sjraz ! rc
— Client is very complex eff(ﬁas lots of logic in it.

— Client is responsible for many issues related to the software

product
D g yise a7 e

* Thin client
— Client has very little complexity.

— Most complexity is on the server.

Thick versus Thin Clients




Peer to Peer

IP 152.168.0.1

Straight-thru

Straight-thru

IP 192.168.0.4
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3 tier architecture

Presentation tier p————

The top-most level of the application TOTAL
is the user interface. The main function
of the interface is to translate tasks
and results to something the user can
understand.

Logic tier

This layer coordinates the

application, processes commands, Y

makes Ilnglcal decisions and . GETLISTOFA ®  ADD ALL SALES
evaluations, and performs SALES MADE TOGETHER
calculations. It also moves and . S :

processes data between the two
surrounding layers.

Data tier ﬁtﬂ
Here information is stored and retrieved
from a database or file system. The

information is then passed back to the
logic tier for processing, and then
eventually back to the user.

Storage
Database




Complete Mediation

* Every access to every object must be checked for
authority every time the object is accessed.

* Example 1

— When a UNIX process tries to read a file, the operating system determines if the
process is allowed to read the file. If so, the process receives a file descriptor
encoding the allowed access. Whenever the process wants to read the file, it
presents the file descriptor to the kernel. The kernel then allows the access. If the
owner of the file disallows the process permission to read the file after the file
descriptor is issued, the kernel still allows access. This scheme violates the principle
of complete mediation, because the second access is not checked. The cached
value is used, resulting in the denial of access being ineffective.
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Complete Mediation Bad Design
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* All information about crypto systems is public
knowledge except the key, and the security of the
system against cryptanalysis attacks is dependent on

the secrecy of the key

* Not Security through obscurity

Open Design




Least common mechanisms
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Psychological Acceptability

* The security principle should be designed to maximize
usage, adoption, and automatic application
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* Use existing components when possible
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Leverage Existing
Components




Rate the Threats

* Determine the risk of each threat that is posed

* Risk = Probability * Damage Potential




DREAD

* Damage potential: How great is the damage if the
vulnerability is exploited?

* Reproducibility: How easy is it to reproduce the
attack?

* Exploitability: How easy is it to launch an attack?

o Affected users: As a rough percentage, how many
users are affected?

* Discoverability: How easy is it to find the
vulnerability?

B



Dread Rubric

I N 7 N

Damage
potential

R Reproducibilit
Y

E  Exploitability

A  Affected users

D Discoverability

The attacker can subvert the security
system; get full trust authorization;
run as administrator; upload content.

The attack can be reproduced every
time and does not require a timing
window.

A novice programmer could make the
attack in a short time.

All users, default configuration, key
customers

Published information explains the
attack. The vulnerability is found in
the most commonly used feature and
is very noticeable.

Mopre Design

Leaking sensitive information

The attack can be reproduced, but
only with a timing window and a
particular race situation.

A skilled programmer could make
the attack, then repeat the steps.

Some users, non-default
configuration

The vulnerability is in a seldom-
used part of the product, and only a
few users should come across it. It

would take some thinking to see
malicious use.

Leaking trivial information

The attack is very difficult to
reproduce, even with
knowledge of the security hole.

The attack requires an
extremely skilled person and
in-depth knowledge every time
to exploit.

Very small percentage of users,
obscure feature; affects
anonymous users

The bug is obscure, and it is
unlikely that users will work
out damage potential.




Example

* Attacker obtains authentication credentials by
monitoring the network.

* SQL commands injected into application.

T ToR e A0 g

Attacker obtains authentication credentials by 33 2 [2 2|12 High
monitoring the network.
SQL commands injected into application. 33 3 3 2 14 High

f
Mopre Design 17



Afterwards

* Mitigate the risks...




Security Trust — Defense in

Depth

* Layering protections so that the compromise of one is
mitigated

* Running services and daemons as low privileged
accounts

* |solating different functions to different pieces of
nardware

* Demilitarized zones

* Stack and heap guards




Design Gotcha’s

* Strong coupling

— Strong coupling indicates a high level of trust amongst
components

— High exposure of internal interfaces

— High risk of problems

— Data validation error prone and difficult

* Strong cohesion

— Strong cohesion indicates module handles only one specific
task



Design Gotcha’s

* Modules which cross trust boundaries

— Design decomposition which fail to decompose modules
along trust boundaries




Strong coupling exploit

* Shatter class of vulnerabilities
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Today's featured article

The Battle of Dyrrhachium took place on 18 Octobar 1081 betwean the Byzanting Empirg, lad
iy the Emparor Aleous |, and ihse Normans of Southem lialy under Hobam Guscand, Duls of
dpulia & Calabria. The battle was fought outsade the oty of Dymhacheum, the Byzantine captal of
Ilyrea, and ended in 8 MOPman woiory FI:I":.'IH'II"IIQ the Morman conguesl of Byzantme italy and
Saracen Sicily, the Byzanting Emperor, Michasl Wil betrothed his son to Roberl Guiscasd's
daughier. 'When Michasl was deposed Ribert took this a3 an excuse o imwvade the Byzanine
Empae m 1081, His army laid siege to Dyrhachium but his fieet was defeated by the Venetians
On 18 October, the Momans angaged B E:.'E-il"ﬂl“!"." army under Aleous | Cornenss cutside
Dyrwhachium. The battle began with the Byzantine right wing routing the Noeman left wang which
beroke and flad. Varangian mescenanes joined in the pursuil of the fleeng Normans but becams
separated fram the main force and were massacred Morman knights in the cenire attacked the
Byzanting contre ard routed it, causing the Byzantines to flee. After the caplure of Dyerhachism in
Febneany 1082, the Normans advanced mland captunng mast of Macedonsa and Thessaly
imore,..)

Recenby featured: Leo Oenstein = Datmouth College = Local Government Commission for
Enigland

Archive - By email - More featurad armicles...

Did you know...

From Wikdpedia's newesl arboles
v . that 1SHh-century Amsncan actor and playywnghi Steele MacKaye (pcfued)

irvented & vanely of thesncal dences, mcludng olding heaire saals? -
that 16th cenfury nablewaman Marguerite de La Rocquee was marsaned on o q

an igland in tha Gulf of St Lawsoncs by het relatve, the prvateer de Robanal, as

purmthmenl for an aftar? H
that Charles Van Riper, a severs stultersr, was a pionsar in the developmant

of speach patholegy?
that Lexie Fyle became a projessmonal weasiler while woriong m tha lhing deganmsai of

chinical laboratory firm a1 the imtation of a co-worker? August 2008 [UTC)
that the book Help at Any Cost inggensd heanngs by the United States House Commities

on Educabon and Labor into beh@aor modihcabon techregues used by the tough lrve 1een

industry?
that the 19th century Mexscan soprano nllmgel.: Peralta once sang Donizetti's opea Mara
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In the news

Japanese Prime Mrester Yasuo Fuluda (sictured) resigns
les than a year after taking ofice following Shinzo Abs's
resigration
Hurricane Gustay makes landfall on the U 5. Gulf Coast n
Louigians afber causing at laast 66 deaths in Habi, 8 more in
the Dominican Republic, and 11 in Jamaica
John McCan chooses Sarah Palin, the Republican Govemnor of Mlazka, as
Fecs wce-precidenial ranmng mate o the A00E U5 presideniial sleLlion
Kussea alficially recognizes the ndapandence of ABxRazia and Soulh
Orgsotia; the latter announces i will become part of Russia
Ower 1.2 million paople in Bihar, India are afected by fooding as the Koshi
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Wikinews = Recent deaths = More curment events....

O this day...

Sepember & National Day for Vietnam [ 1545)

= 31 BC - Final War of the Roman Repubbc: Troops
supporting Octavan defeated the forces of Mark Antomy
and Cleopatra in the naval Banle of Actiem on the loman
Sea near Actium in Greece
166E = A large fire Began on London’s Pudding Lans ard
burned the city for thres days (mofued), destreyng Si
Faul's Cathedral and the: homaes of 70,000 of the city's B0L00D mhabitants
1898 = Mahdist War Forces led by Homatio Fichener defealed Swedanese
tnbesmen 3 the Bamle of Omdurman in Umdurman, Fhafosm, Sudan
wstlablishing Brtish dominance in noetheastem Afnca
1945 = On the deck of the Uinited States Nawy battleship LISS Missoun in
Takyo Bay, represeniaines fom the Empee of Japan and seeral Albed
Fowsers signed the Japaness Instramant of Swrrender, farmally ending
Wihoeld ¥War Il
1998 — Swissad Flight 111 en route from New York Cty o Geneva crashed
into the Atlantic Ocean, kiling all 229 on board
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Google Chrome
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Arnaud Welier,
Sofltware Engineer

WE'RE APPLYING
THE SAME KIND OF
PROCESS ISOLATION YOU
FIND IN MODERMN
OFERATING SYSTEMS.

Mopre Design

50,
SEPARATE
PROCESSES
RENDERING
SEPARATE
TABS.
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Google Chrome

Each tab is its own process

— Not thread

— "prevent malware from installing itself" or "using what happens in one tab to affect
what happens in another”,

Can not write files or read from sensitive areas (e.g. documents,
desktop)

two levels of security, user and sandbox

— sandbox can only respond to communication requests initiated by the user.2

Plugins are run in separate processes

— communicate with the renderer in dedicated per-tab processes.]

Incognito mode prevents the browser from storing any history
information or cookies
— Referred to as a porn mode
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