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This article was a really interesting article.  It focuses on the use of Smartcards for 

authentication, verification of identity, and providing a way to ensure secure communication of personal 

data to third parties.  The article also focuses on how these cards are secured and how they work.  They 

also explain how the German government is implementing this new system. 

 The first thing the article focuses on is the different features of the Electronic Identity Cards or 

eIDs.  These cards have information stored on them (ePass) that only the government can access which 

includes biometric data, photos, and MRZ(Machine Readable zone) data.  This data can only be used by 

accessed by the government and is used to authenticate users for websites and other government 

programs.  It also can be used by police and other groups to verify people.  The another feature of the 

card is eID which is used to store information of any type including names, birth date, age, addresses, 

degrees, and more.  This can be accessed by different companies after a user allows the information to 

be shared.  The user has absolute control over the data being shared.  It can be used to control age 

restricted places and for things such as age restriction on alcohol.  The last feature is eSign which allows 

for documents to be signed by the person electronically.  This allows for signing documents online.  

These three features make up the eID card. 

 The eID card has multiple different ways of being used.  These cards can be read from secure 

card readers.  The card readers come in different forms, including ones with number pads on them to 

prevent key loggers from logging the pin that is typed into the computer.  For the ePass the system the 

government has special readers to be used to access the biometric data.  The other part can be access 

using a normal secure reader.  To use the eID a company sends a request to the user’s computer to 

request the data.  The user puts the card on the reader and then selects what data they want the 

company to access.  Data on the card is protected by a PIN(personal identification number) which is 

then input by the user.  The card software then sends the request to the eID server run by the 

government which then uses the PIN to verify the release of the data.  From there the server sends the 

data to the company server.  This allows for the company to assume that the data is valid and not a 

forgery.  But the system is not only set up for transmitting data that the user wants to send. 



 The data is the system is secured by multiple types of security.  First thing protecting the data of 

user is that when an ID card is issued the data on the card is only kept long enough for the data to be 

programmed into the card. After that the data is securely deleted.  The card is tamper proof and the 

data on the card is protected by a PIN number that only the user knows.  Another security measure is 

that the data is only stored on the card and if a company needs to know if a person is over a certain age, 

the card will provide a Boolean variable of true or false if the person is over the age required.  The 

system only releases data when it is needed.  The chip also uses a key to verify that the card has not 

been tampered with.  To prevent companies from tracking cards via this key, a common key algorithm is 

used across cards.  Overall this system is secured via multiple ways to protect the data and identity of 

the user. 

 This system provides a secure method of authentication, verification, and identification for a 

user.  I can see it being used by a lot of governments and companies.  This has a lot of applications 

including vending machines for items that have an age limit, email encryption, signing contracts and 

other legally binding documents, and to provide only identification of a person so that a company knows 

that the person using the card is who they say they are.  The technology has a lot of applications and a 

lot of potential for a lot of different security measures. 
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