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The article that I investigated was “Defeating UCI: Building Stealthy and 

Malicious Hardware”.  This paper was coauthored by Cynthia Sturton, Matthew Hicks, 

David Wagner, and Samuel T. King.  The paper describes a interesting concept.  We 

mostly focus on security on the software side, but there is a growing concern for 

security on the hardware side.  Most of the time, anything on the hardware is 

considered secure so little security design is placed into it.  However, it is completely 

possible for backdoors and other attacks to be inserted into hardware at the time of 

design.  UCI, Unused Circuit Idenification, is a method that is used to try and discover 

hidden circuits that may be present in a design during testing.  This would help solve 

the problem of extra malicious hardware being added into a design.  UCI basically looks 

for areas of a circuit that could simply be replaced with a wire and the system would still 

produce the same results.  This would prove that nothing useful happens in this part of 

the circuit and it could be there to allow an attacker to gain control or do other malicious 

things to the device.  The papers describes how UCI can be defeated and how a hidden 

circuit may still be added to a design that allows someone to take control of the system.

I think this is a very interesting article because hardware is really thought of as 

far as security goes.  For the most part people assume that physical access is the 

biggest barrier for security when it comes to hardware.  This paper basically describes 

how that is wrong, and even one of our better methods for detecting this has a long way 

to go.  The dangers of such a backdoor are pretty obvious.  The military is especially 

worried that someone could join a design team and secretly add unnecessary and 



malicious hardware into a design.  The hardware, and by extension, the software could 

then be told to do things it was not intended for.  For example, something that 

communicates over a network could easily be told to redirect traffic or to strip away the 

encryption before it leaves the unit.  Both of these could allow an attacker to steal very 

valuable information or take control of the device.  I think that because no one really 

watches for these types of security threats right now it is very possible that it could 

happen.  That is why we need to design a method of testing these circuits to make sure 

dangerous hardware is not added.  This paper basically says that UCI is a good start, 

but can still allow some circuit designs through.

This article taught me that while I, like most people, do not think of physical 

hardware as being insecure it is still completely possible for attacks to be performed 

through it.  This will make me watch for these types of circuits to be added into products 

once I graduate.  One question I had, though, was if this type of attack has ever been 

executed.  This article talked mostly about this type of hardware being added during 

design and it seems to me it could be caught by having another person look over the 

design to make sure it is clear of any of these hardware attacks.  


