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The third article I chose to review a podcast from the Silver Bullet.  Hosted by Gary McGraw, the 

Silver Bullet focuses on issues in security and privacy.  I chose to review episode 069, An Interview with 

Steve Myers.  The interview focuses on security and cryptography in and out of academia.  It was posted 

on December 29, 2011 and can be found at the following URL: http://www.cigital.com/silver-

bullet/show-069/ 

As the Assistant Professor of Informatics and Computer in the School of Informatics at Indiana 

University, Steve Myers knows quite a bit about security and cryptography.  The discussion starts with 

about his general background.  Steve mentions that his focus is in cryptography but he also teaches 

courses in security.  When asked about the gap between “real world” computer security and “academic” 

security, Steve had a bit of a hard time coming up with a clear answer.  Overall, it seemed his answer 

was along the lines of just doing something versus knowing the theory behind it.  For example, the SEED 

project has created labs that make it easier for professor to teach students about different concepts in 

security.  Instead of spending hours getting everything setup, these professors can just download the lab 

and hand it off to their students.  The labs cover a wide range of topics, from VPN setup to IPSEC usage.  

Through these labs, students can learn about what cross-site-scripting (XSS) or buffer overflows are, and 

how to prevent them.  But the more difficult part, the part that is more applicable in the real world is 

the theme behind these labs.  Students need to understand that these attacks are not separate ideas.  

Instead, they are all various forms of input validation attacks.  In order to be successful in industry, 

students need to know that throwing cryptography on a program does not make it secure.  Gary 

mentions the “Nascar effect” where there essentially a rush of students who want to enter security 

when there is a big event or “crash”.  Steve believes that, while the crashes are great for drawing a 

crowd, the most effective people are the ones that stay for the whole race and know why it happens. 

 Next the conversation moved onto the discussion of mobile security.  Overall, Gary doesn’t see 

mobile security as being that new of an issue.  The exploits and methods malware is using to get onto 

mobile devices the “same old” thing that’s used on PCs.  However, what is scary is what the devices can 

do.  Mobile brings in a whole new family of attacks that can be used to grab all sorts of data that 

previously was private.  For example, Steve discussed a mobile botnet where thousands of phones in a 

city were connected.  Tracking an individual’s phone that was on the botnet would be easy.  However, it 

would also be possible to track a phone that is not on the botnet.  As the target (non-botnet) phone 

sends out its unique identifier, it could be picked up and processed by other phones near it that are 
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botnet.  With enough phones detecting the signal, it could easily be triangulated and the location of the 

target phone could be found.   

Using that data, a malicious program could send extremely targeted phishing attacks to the 

device.  For example, if it detected you coming out of a bank, it could send a message saying there is an 

issue with your account and direct the user to a phishing site in an effort to get the user’s credentials.  

Steve has written an entire book on phishing attacks and how to prevent them in order to combat this.  

One of his recommendations is to use the UI to notify the user of the phishing site.  Over the years, 

Steve believes that we have gotten better at detecting phishing sites at the network level and shutting 

them down.  These sites are quickly blacklisted, allowing the browser to notify the user of the phishing 

site.  Another method he suggested, however, was much more interesting.  Steve talked about how 

authentication on website is one-way.  You enter your credentials to authenticate with the website, but 

the website does not authenticate itself with you.  If a two-way system authentication system were to 

be implemented, it would greatly reduce the amount of phishing that happens. 

Finally, the interview concludes Steve mentioning his favorite band is “Spirit of the West”.  It’s 

very interesting seeing the different sides of security.  My first article was on software, my second was 

on hardware, and now this one is on system security.  I believe that this article has shown me that there 

are many different levels to security.  Just slapping on encryption doesn’t make the system secure.  It 

needs to be secured from the hardware all the way to the highest level of software.  In order to do this, 

we need to learn about the concepts behind security, not how to prevent certain attacks.  I came into 

this class expecting it would be a programming class, but so far it’s all been concepts.  Steve’s interview 

has shown me that it’s the concepts that we are learning in class that are the most important.  

Application is all well and good, but focusing on the concepts (like we are) will be far more effective in 

the long run.  


