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SE-4930: Developing Secure Software 
 

Lab 1: A Digital Home Case Study Security Assessment 

Report due: December 3, 2012 23:59 (One per team) 
 

Introduction 
This course is about developing secure software, namely how one can approach developing 

secure systems, making sure that your system is secure enough for the given application, and 

ensuring that the best practices have been followed on your projects. 

 

To begin this quest, however, one must always start at the beginning.  This means understanding 

what it means to be secure as well as what needs to be secured. 

 

In this lab exercise, you are going to take a project and determine, at a high level, those aspects 

of the project which are security related.   

 

The Project 
Online on the course website you will find artifacts for a project, the Digital Home System.  

Included is a beginning scenario document as well as a preliminary SRS document. 

 

In this lab, you are to form a team of 5 to read through the artifacts and assess the security 

aspects of the system.  In specific, you are to determine the following things about the system: 

 

#1. The users.   

 Who are the users of the system  

 What role does each user play within the system? 

 

#2. The assets.  What are the assets of the system?  In this context, an asset is not a financial 

asset, but rather an object which is subject to protection efforts.  An asset may be a piece of 

information that an adversary would like to obtain or a process which might cause harm if used 

improperly by an adversary.  An asset may be a physical device, but more likely, it is a piece of 

information. 

 

Lab Activities 

Team formation (10 minutes) 
During the first 5 minutes of lab, you will spend time forming a team.  Teams of 5 are preferred.  

Once a team is formed, someone should take on the role of being the team leader and someone 
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should take on the role of team scribe.  The scribe will record the discussions of the team and the 

leader will ensure that the team is keeping on task. 

Artifact review (20 minutes) 
Once the team has been formed, each team member should spend about 10 – 15 minutes reading 

through the artifacts in order to understand the system that is to be developed.  What is the 

system going to do and what are its pieces and parts? 

Asset Identification and User Identification (20 minutes) 
In this phase, you are to identify the assets of the system as well as the users of the system.  

Users of the system may have access to a given asset or may be forbidden to access that asset. 

 

When all is finished, you should have a representation of the system, its assets, and users. 

Presentation Preparation (15 minutes) 
 

In this time, you will, as a team, put together a brief presentation on the system.  In this 

presentation, you will need to show the assets of the system and the users of the system.  How 

you will go about this is up to you as a team.  This may be through diagrams and pictures or in a 

tabular format. 

Presentations and discussion (20 minutes) 
In the last segment of lab, teams will present their findings.  This is not a formal presentation and 

does not require all team members to speak.  The goal of the presentation is to convey your 

findings to the other teams in a walkthrough fashion.  The other teams are then to critique the 

findings, highlighting omissions and duplications that may have occurred. 

Deliverables 

Report 
Each team is to submit a simple report.  The report should contain 

1. The names of all team members, the date, and the assignment 

2. A brief, one paragraph summary of the lab 

3. An explanation of the users of the system and the assets of the system.  For each asset, 

you should provide a name and brief description of the asset.  The same format applies 

for the users of the system. 

4. Things gone right and things gone wrong.  Provide a brief, one paragraph summary, of 

the things that went right with this exercise and the things that went wrong with this 

exercise. 

5. Learning discussion.  Discuss what you have learned from this exercise. 

6. Comments on the Case Study Materials.  Provide any critiques of the usage of the case 

study material that you may have. 

Presentation 
Submit the presentation material(s) if in a meaningful electronic format. 


