Secure Software Development
Securing Systems

Objectives

*Explain how SQL injection occurs for an SQL statement

.Expla?n OS CEmmar?d Inj‘e@a_g./é/y# é 7, // G Jowy, /
*Explain why scrubbing of memory helps to secure a system. 7/ ,
e —

*Draw a picture explaining how cross site scripting occurs.

*Explain a man in the middle attack
. \‘h“-—#ﬁ-_ _-——.—.-_-.._ . .
*Explain how comments may compromise security
_‘"_".:=-———"

*Explain how security misconfiguration can impact system security
*Define blacklist and whitelist
—_—

*Explain "Eechanuesthat can be used to protect memory.

*List the secure code characteristics........
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String sSQLQuery = “SELECT * FROM USERS

WHERE user_id = + txtUSERID.Text + “ AND

user password =" + txtPassword Text +°
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C++ STL>>

. . 1
#include <iostream> 7L

int main(int argc, char *argv|])

{fféflf#/{'ff /r"ﬁfjs
char/iszTempl|] = "After";

chay szJemp|[16];

szTemp?2[] = "Before";
std:
std::cout << szTemp1 <<"\n";

.cin >> szTemp;

std::cout << "Input string " << szTemp<<"\n";

d::cout << szTemp2<<"\n";
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C++ STL >> A better way

#include <iostream>

int main(int argc, char *argv|])

{
char szZTempl|[] = "After";

char szTemp[16];

char szTemp2[] = "Before";
std::cin.width(16);
std::cin >> szTemp;

std::cout << szTemp1 <<"\n";

std::cout << "Input string " << szTemp<<"\n";

std::cout << szTemp2<<"\n";

} API Valnerabilities



C++ STL >> Even better yet

#include <iostream>
#include <string>
using namespace std;

int main(int argc, char *argv|[])

{
string szTempl1 = "After”;

string-szfemp?2 = "Before";

cin >> szTemp;

cout << szTemp1l <<"\n";

cout << "Input string " << szTemp<<"\n";
cout << szTemp2<<"\n";

APT Vulnerabilities




o [..]
memset(key, 0, 32);
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void *secureMemset(voi *v,int'éize_ﬁ}ﬁ

volatile char *p =v; \ r))

while (n--) [T Tiga
*p++=c; /

returnv;

}

[...]
secureMemset(key, 0, 32);

[...]
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Scrubbing Memory
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Secure All Links

Database
server




Security Related Comments

in code...
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Establishes the connection to the database

</ summary>

fpatramn name="p sServerMName">»Name of the database server.

Use HAMMEREEAD for- Test and GREATWRITE for Production,

c/paranr—— — 5
sparam names="p sLoglndccount">Name of the database login account.

P4 Ome E"aJ:;ly.::fm: “Test..and McQueen , for Produciiony

A [ !
cparam name="p sPasaword® »ThE password for the database login account.
Ise\Doc ffor Test and Materj for Production.

<7 D Eazl [

<param name="p sDatabaseName">Name of the database to connect to.

TsG P LXKAR/.fOr Test and DRLAMWORKS for Production.
< pdeam

private void BuildConnection(string p_sServerName,

string p sLoginAccount,
string p_sPassword,
string p_sDatabaseName)

StringBuilder oS5BConnection = new Stringbullder();
_nSBCunnectinnTAppend{“Server=" + p _sServerName + ";");
oSBConnection.Append ("uid=" + p_sLoginAccount + ";"};
_oSBConnection.Append ("pwd=" + p_sPassword + ";");
_0oSBConnection.Append ("Database=" + p_sDatabaseName + ";");

SqlConnection _oSqlConn = new SqiConnection(_oSBConnection.ToString());
_oSglConn.Open(}; '
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* Hard Coded Credentials =
* Not disabling the listing of directories or

files on a web server /;{Zi%
Using default settings at ifistallation
¢ Missing software pf@a f
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* Lack of perimeter controls yy}}ﬁ
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* Inputvalidation U/’Lq 35'/4"’(5’-3(4"?]

— Regular Expressions C; j

* Filtration BOB %17—7777/

_Whitelist BM@ ! 4/1/0/71
* Valid and non-malicious characters allowed in
e Tal

— Blacklist ‘//1 2l

* Characters which are not allowed in an input
field

Defensive Coding
Techniques
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Memory Mefagement

by

* Locality of Reference
— Temporal, spatial, branch, or equidistant locality
* Dangling Pointers ==

— Pointers to memory that has been freed

* Wild Pointers — )
/' — Pointers not yet assigned\— ;?:J"if"‘?/’! &

Address Space Randomization /47 ;/;:;,.7

— Memory allocator from operating systems

* Data Execution Prevention / Executable Space

Protectio
— Harvard versus Von Neunmiann

S,

* Stack Guarding
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